C‘hltru’v CQQUESTION nAan for B.C.A.

[Unit-ll |
network security?

1. What i the primary goal of
a. Enhancing network speed - .
rotecting data and ensuring the integrity,
‘ confrdentrahty and availability of network
resources -,
c. Maximising etwork bandwidth
d. Improving network scalability

2. Which of the following is not a common
network security threat?
a. Malware . b. Phishing ‘
dundancy - - d. DDosS attacks
3. What is the purpose 0 of a firewall in hetV‘VOrk

- security?
a. Speed up network traffic
b_Mbnitor and control incoming and outgomg

\/r:?twork traffic based on predetermlned secunty

rules -
c. Enhance network connectlvrty

. d. lncrease network redundancy-
‘4. Which encryption protocol is commonly used
to secure data transmission. over the mternet"
L (Secure Sockets Layer).
b FTP (File Transfer Protocol)

c. UDP (User Datagram Protocol) .
d. ICMP (Internet Control Message Protocol)

5 What does VPN stand for .in- the context of
network security? g
\_/Wt‘uai Private Network
b. Very Private Network ~
c. Validated Public Network -
“ d. Virtual Personal Network

6. What is the- purpose of Intrusmn Detectlon
‘System (IDS).in network security?
a. To encrypt network traffic :
k/l’o identify and respond to suspicious actrvrtles
.or-security breaches
c. To enhance network speed
. d. To create network backups

7. Which of the following i isa soma
b | engmeermg )
~ a. Brute force attack b. SQL in' i
b jectlon
\(:/Pﬁlshmg d.'DDoS attack .

3. What s the purpose of Two- F
-Fa
Dlrten ctor Authentication
a.To encrypt network traffic
- b. To provide redundancy in network <:ommun|caltIon
;\;}0 enhance network Speed - |
0 add an extra layer of sec '
. n e uri n
two forms of identlflcatlon : i requm '8 :
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wh|ch protocol is commonly used for secure
frle transfer"
E A FTP (File Transfer Protocol)
- p. HTTP (Hypertext Transfer Protoco|)
< /SETP (Secure File Transfer Protocol)
d. SMTP (Simple Mail Transfer Protocol)

(-\

0 What is the purpose of a honeypot in network

security?
a. To speed up network communicatian

: detect and deflect potential attackers
R To increase network redundancy
d. To encrypt network traffic

What is the ptimary purpose of authentrcation
m computer security?

- a. Enhancing network speed

b. Ensuring data confidentiality

. erifying the identity of users or systems

d. MaX|m|smg server bandwrdth :

12 Which of the followmg is an example of a
knowledge- -based authentication method"
a. Fmgerpnntrecogmtron e R
b. Smart card authentication -
assword authentication
‘d. Retina scanning .~ .

13 What is brometrlc authenticat|on based on? -

b. Somethlng you have

a. Something you know
d. Somethmg you do -

\gxs(omethlng you are

4 14. Which factor of authentrcatlon |nvolves

physical dewces like USB tokens or. smart

cards?
a. Something you know
k,S'gmethmg you have
c. Something you are
d Somethmg you do

15. What does OTP stand for |n the context of

. ::J(t?entlcatron"
- wOne-Time Password
b. Over-The-Phone
¢. Online Transaction Protocol

d. Open Tokenisation Protocol -

“:16. Which authentlcatron method requires users.
toprovide both a password and a dynamically

‘generated code?

a. Biometric authentication

b, AWo-Factor Authentication (2FA)
¢. Single Sign-On (SSO) :
d. Multi-Factor Authentication (MFA)

18. Which type of auth

ur
authentication? i .P0se of CAPTCHA in

a. To generate secure passwords

O prevent automat
system gt
Z 1’_0 encrypt user Credentials
0 improve network speed

ots from accessing a :

entrcatlon uses a physrcal

cha
racterlstrc such as fingerprints or tacral

features?

a. Token-based authentrcatnon
VBIometnc authentication

<(:j Knowledge—based authentucatlon
. Wimart card authentication
at is the ma

Factor Authentl:::tlac::\v?I:;:l:l:)e"Of usmg e
a. Simplifies the authentication process

b. Increases the risk of unauthorised access
\Q/P'rowdes an addrtlonal layer of security

d. Reduces the need for strong. passwords

20 Whlch authentlcatron method involves users
logging in once and gaining access to multiple
systems or apphcatrons without the need to
log in again? =

a Two-Factor Authentication (2FA)

- \b8fngle Sign-On (SSO) :
¢. Multi-Factor Authentication (MFA)
d. Passwordless Authenhcatron

21 What is Kerberos" "
~a. Atype of encryptlon algonthm
Mn authiéntication protocol -
. A firewall system
d. A network routlng protocol

22, Whlch of the following is pnmary goal of
Kerberos?
a. Ensuring data confldentrahty
b. Providing secure file transfer
\ \e%ﬁfy_ihg the identity of users and systems
d. MaXimis‘ing network speed

23 In a Kerberos authen‘tication syste;n,-
the Key Distribution ¢ Center (KDC)?

sswords.:
e database of user pa
A S::r:jtrral server responslble for dnstnbutmg

~ session Keys
hic a

. j:liryrztv?/irrzpt ken used for authentrcatron )

d a |

whatis

onthm used for encrypt\on
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- 24. What is a Ticket Grantmg Tlcket (TGT) iin
.Kerberos?

A tjcket for éccessung network resources
\,b/A)ttcket issued by the Key Distribution Center

(KDC) after user authentication
c. A ticket used for encrypting data
d. A one-time use password
25. Which of the following is not one of the
. components of the Kerberos authentication
" process?
a. Authentication Server (AS)
- b. Ticket Granting Server (TGS)
, \Q/Aﬁthorisation Server (AS)
d. Service Server (SS)

26. What is the purpose of the Ticket Grantlng'

Server (TGS) in Kerberos? -
a. To issue Ticket Granting Tickets (TGTs)
b. To authenticate users
0-distribute session keys
d. To encrypt data transmission

27. Which encryption technique is commonly =~
“used in Kerberos for secure commumcatlon? :

a. RSA )
b. DES (Data Encryption Standard)
.\,c/AES (Advanced Encryption Standard)
d. MD5 (Message Dlgest Algorithm 5) .

- 28. What is the purpose of the Ticket. Grantlng'
Service (TGS) request in the Kerberosv

authentication process?
a. To obtain a Ticket Granting Ticket (TGT)
Ab Ao request access to a specific service -
c. To authenticate the user to the nefwork
d. To encrypt the user’s credentials
29. In Kerberos, what does the sess:on key represent"
a. User’s password
b. Encrypted data
- aCAemporary. cryptographic key for secure
- communication
d. Public key ' ‘
30. What advantage‘dges Kerberos provide in a
network environment?
. a. Increased network speed
\b-Single sign-on capability
c. Simplified encryption methods
d.-Redundancy i user authentication

31. What is X.509?7
‘a. A-networking protocol = s

b. An encryption algorithm e e
x/A/standard for digital cerhﬂcates ‘

d. A firewall technology .

: caﬂ
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32. Whet is the primary purpose. of x509

certificates?
a. Network routing

w/Ugér authentication

c. Data compression ;
d. Secure commumcatuo

ithm is comm
: ryptographic algori 0n|
i z::dc;rcdgtal signatures in X.509 certificate?

a. DES (Data Encryption Standard)

\b/R -Adleman)
SA (Rivest- _Shamir-A '
c. AES (Advanced Encryption Standard)

d. MD5 (Message Digest Algorithm 5)
34. What information does an X. 509 ce't'flcate :

typically include?
a. User’s password
b blic key, issuer, subject vahdlty period, and

digital signature
c. Session key and private key
d. Network address and subnet mask

35. In X.509, what is the purpose of the d|g|ta|
s:gnature" '
a. Encrypting data ,

\b/@fymg the integrity of the certlﬁcate
-¢. Authenticating the user

* d. Generating random numbers

36. What does the term ‘issuer’ refer to in an
X.509 certificate?
a. The entity requesting a certificate
b. The person being authenticated
\ o~ The organisation that issues the certificate
d. The cryptographic algorithm used in the
certlfncate

37. What is the purpose of the Common Name
(CN) field in an X.509 certificate?
~a. Storing the user’s password
b. ldentifying the issuer of the certificate
© Setdentifying the subject of the certificate
-d. Encrypting the certificate data .

38. Which file format is commonly used to store

X.509 certificates?
a.bt  bopdf | oTpem  d: .docx

39. What is the purpose of the validity penod in
an X.509 certificate?

" a. To specify the encryption algorithm ‘used in
the certificate -

Mo indicate the time frame during WhICh the
certificate is considered valid

c. To store information about the certificate issue! -
d. To |dent|fy the subject’s pubhc key
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- A 0. Which protocol is commonly used for the
distribution of X.509 certificates?
509 a. FTP (File Transfer Protocol) R
b. HTTP (Hypertext Transfer Protocol)
A DAP (Lightweight Directory Access Protocol)
¥4, SMTP (Simple Mail Transfer Protocol)

- 41. What is the primary purpose of a directory
ly authentication service? '
o -a. Data encryption e

b. User authorisation ' i
Centralised user management and authentication
V d. Network routing g
e - 42. which protoco'l is commonly used for
1 communication between directory clients and
servers? ‘
: a. HTTP (Hypertext Transfer Protocol)
QOAP (Lightweight Directory Access Protocol)
c. FTP (File Transfer Protocol)
4. TCP/IP (Transmission Control Protocol/Internet
Protocol)
43. What is the role of a directory setvice in the
context of authentication? . -
a. Encyypting user data :
b Storing and organising user information
c. Providing network redundancy - - ~ °
d. Ensuring data confidentiality - :
. 44. In a directory authentication service, what is
the function of the Directory Information Tree
(DIT)? e ‘ :
a. Storing user passwords
b. Defining network routes - ; Bad i
f & Organising directory entries in a hierarchical -
2 structure '
d. Managing encryption keys
. 45. Which of the following is a benefit of using a
E'_ directory authentication service?
_a. Increased network speed
abCentralised user authentication and management '
c. Complex encryption algorithms
d. Decentralised user accounts
| 46. What is the purpose of the LDAP bind
., operation in directory authentication?
| a. Toencrypt user data i
| . b.To establish a connection between the client
~and server ok
x/To authenticate a user to the directory server
i d. To distribute session keys :

i

v i

47. Which type of directo
used in microsoft eny
a. OpenLDAP
b. Novell eDirectory
\cActive Directory

d. Apache Directory Server
48. What is the si

ry service isAcommonly
Ironments? :

, gnificance of th '
(Directory Service Entry) in LDA;"ROOt DSE,

a. It contains information about
server's encryption keys

provides termation ey o) e o
c. It stores user password;“'l e d Aol
d. It defines network rout o pla'lntext i
. outes for directory clients
49, Wha-t is Single Sign-On (SS0) in the context
of directory authentication?
a. AIIovying users to sign in only once during a
session i
-, b. Requiring multiple authentication steps for
Aenhanced security ;
¢, Eriabling users to access multiple systerﬁS
7 with a single login
d. Encrypting  user
authentication
50. What is the purpose of the Lightweight
- - Directory Access Protocol (LDAP) in directory
.. “'services? ’
a. To provide a secure channel for data transfer
~ b.To mqhag’e network bandwidth
¢. To define encryption algorithms
\dTo access and manipulate directory information

51. What is Pretty Good Privacy (PGP)?
a. An encryption standard for wireless networks
b. A file transfer protocol ‘
neA cryptographic+ softwarfa sui
ehcryption and data security
d. A network routing protocol

52. Who is the creator of Pretty Good Privacy

? .
(PG"P). Ids ‘ \b./P;lil Zimmermann
A, LS s d. Bruce Schneier

_Tim Berners-Lee’ _
® ose of PGP?

53. What is the main purp i |
a. To enhance network §pe G
" Tq provide a securé file transfer protoce

ke mail communication and files

ser authentication in a directory

the directory

credentials ~ - during

te for email
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54. How does PGP ensure the confldentlallty of

messages?

v a. By using a public-key mfrastructure R
\p/B)}// implementing symmetric-key encryptlon

c. By applying digital signatures
d. By incorporating hash functions

s’s Whatis the role of the PGP public key"
/Encrypting messages
b. Decrypting messages
¢. Verifying the sender’s ldentlty
' d. Signing messages
56. What is a key pair in the context of PGP’

a. Two-identical encryption keys
\b./A»éombination of a public key and a private key

c. A pair of digital signatures
d. Two different public keys

57 What is the purpose ‘of the PGP web of trust?
a. To verify the integrity of encrypted files
/To establish a network of secure communication
c. To authenticate users in a directory service
d.To vahdate the authenticity of public keys

58. Whlch algorithm is commonly used for
- creating PGP digital signatures? °
a. MD5 (Message Digest Algorithm 5)-
b. SHA-256 (Secure Hash Algorithm 256- blt)
\f/§SA (Rivest-Shamir-Adleman)
d. AES (Advanced Encryption Standard):

59. tht does the term ‘key flngerprmt’ refer to

in PGP?
\Z}summary of the public key ’
A unique identifier for a PGP key
c: A secure channel for key exchange
d7# visual representatton of the key pair

 60. How does PGP provide authentication in

- addition to encryption?
a. By using symmetric-key encryption
Jb-Through the use of digital signatures
c. By relying on a public-key infrastructure -
d. Via hash functions '
- 61. What is S/MIME?
a. A network routing protocol
b. A file transfer protocol
%A standard for secure email communication
~d. An encryption-algorithm

'62. What does S/MIME provide in the context of
~.email communication? ;

a. Network speed optimisation

b. Secure file attachments

: f} g ;
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hentication & digital signatures

aut
¢, Eficryption, il messages

d. Compression of emal

ithm is commg
tographic algori nly
63. r:z:ich ::yPSIg ME_ for . encryptmg email

‘anr;ggg(:j{/anced Encryptlon Standard)
b. DES (Data Encryption Standard)

c. RSA (Rivest- _Shamir-Adleman) .

d. MD5 (Message Digest Algorithm 5)

64. What is the purpose of S/MIME digity

* signatures?
a. Encrypting email content
b. Verifying the integrity and origin of the emaj|

message
c. Compressing email attachments

d. Routing email -messages to the‘correct

destination
65. Which type of keys are used in S/MIME for

~ secure email commumcatlon"
a. Session keys -
b. Symmetric keys-

\c:,/Pﬁblic and private keys
d. Hash keys

»‘66 What is the purpose of a dlgltal certificate in

S/MIME?

a. To authenticate the email server

b. To encrypt email attachments
; o validate the identity of the email sender
- d. To compress email messages

' 67. In S/MIME, what does the term ‘PKCS’ stand

for? | N
\a/F’,/Bllc‘ Key vCryptogra\phy_,Standards ‘
\b§Pretty Key Compression Standard

c. Personal Key Certificate System

d. Public Key Compressibn Scheme

. 68. ‘Which MIME types are commonly used in-

S/MlME for email encryption and SIgmng’

a. text/plain and image/jpeg :
\/Apphcatlon/pkcs7 mime . and appllcatlon/x-
pkcs7-signature- a8 /

- ¢, audio/wav and vndeo/mp4
" d, application/json and application/xml

69. What is the primary benefit of using S/MlME
in email communication? -
a. Faster email dehvery
b, Improved spam filtering
nhanced security through encrypt|on and
digital signatures - ;
d Larger emall attachment limits -




